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.NET Services

ÅSet of services

ïService Bus (SB)

ïAccess Control Service (ACS)

ÅRunning in the cloud

ïBased on Windows Azure

ÅProviding

ïSB : Service Addressability, Connectivity and Discoverability

ïACS : Service Access Control
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A Motivating Scenario

CloudTrack

.

FabrikamContoso

Create/view issuesView/manage issues
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ÅIssue Tracker web app.
ÅCloud-based
ÅMulti-tenant



Connectivity challenges

CloudTrack

.

Notify new issue
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Fetch log data

C²Σ b!¢Σ ΧC²Σ b!¢Σ Χ

Create new issue



Connectivity Challenges

ÅAddressability

ïPrivate addresses and Network Address Translation (NAT)

ïDynamic addresses (e.g. ISP)

ÅConnectivity

ïFirewalls

ÅDiscoverability 
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Service Bus Relay
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C²Σ b!¢Σ Χ

Registry
Outbound TCP connection

Relay

Query via HTTP + ATOM

Public Name

ÅConnectivity - public projectionof private endpoints

ÅAddressability and discoverability



Service Bus

ÅNaming

ïPublic namespace

ï{scheme}:// {solution}.servicebus.windows.net/ {relpath}

ÅRegistry

ïMapping between URIs and services

ïReadable via HTTP+ATOM

ÅConnectivity and eventing

ïRelaying between public (SB) and private endpoints
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Demo

http:// felixdemos.servicebus.windows.net/remix09
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http://felixdemos.servicebus.windows.net/remix09
http://felixdemos.servicebus.windows.net/remix09
http://felixdemos.servicebus.windows.net/remix09
http://felixdemos.servicebus.windows.net/remix09


Service Bus Security
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C²Σ b!¢Σ Χ
ACS

Send Listen

ÅDMZ externalization

ïPublic endpoints hosted on the cloud

ÅFlexible Access Control with ACS

ïClaims-based model



Connectivity 
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C²Σ b!¢Σ Χ

ÅWCF integration via transport binding elements

ÅBidirectional (similar to NetTcpBinding )

ÅRequest-reply (similar to * HttpBinding )

TCP TCP

HTTP



Datagram multicast (pub-sub)
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TCP TCP

ÅNetEventRelayBinding ( oneway)

ïMultiple opened service hosts on the sameURI

ïMulticast ςmessage delivered to all listeners

ïSupport for HTTP pooling

CloudTrack

.



Access Control Service

ÅIdentity and access control

ÅDistributed systems

ïDecentralized authority

ïHeterogeneous technologies

ÅClaims-based model

ÅSB integration
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Identity and Authorization

creds
Contoso::

Alice
webapp::
IssueView

Contoso::
LeadDev

webapp::
IssueMgr
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webapp(IssueTracker)

Centralized Solution

creds
Contoso::

Alice
webapp::
IssueView

Contoso::
LeadDev

webapp::
IssueMgr
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Membership
Provider

Role
Provider

IPrincipal.IsInRole(...)



webapp(IssueTracker)

Decentralized Authority

creds
Contoso::

Alice
webapp::
IssueView

Contoso::
LeadDev

webapp::
IssueMgr
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ContosoAuthority



ContosoIdentity Provider webapp

Decentralized Authority

creds
Contoso::

Alice
webapp::
IssueView

Contoso::
LeadDev

webapp::
IssueMgr
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Identity
Directory



Contoso webapp

Decision ̧ Enforcement

creds
Contoso::

Alice
webapp::
IssueView

Contoso::
LeadDev

webapp::
IssueMgr
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Service
Bus

webapp::
SB.Listen

Authorization
Decision

Authorization
Enforcement

Identity
Information



webappAccess Control ServiceContoso

Access Control Service

creds
Contoso::
LeadDev

Alice

webapp::
IssueView

SB
webapp::
SB.Listen
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Identity Provider Authorization Decision

Authorization 
Enforcement



Access Control Service

ÅClaims-based Identity and Access Control

Å/ƭŀƛƳǎ ǘǊŀƴǎŦƻǊƳŜǊ όάŎƭŀƛƳǎ ƛƴΣ ŎƭŀƛƳǎ ƻǳǘέύ

ïConsumes claims from federated issuers

ïProvides claims to applications and services

ÅRule based issuance policy

ïRule: If hasclaim1 then output claim2

ÅNot an identity provider

ï5ƻŜǎ ƴƻǘ ƳŀƴŀƎŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘƛŜǎ
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Protocols and technologies
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CloudTrack

.

WIF

Active Directory
Access Control 

Service

CardSpace

LeadDev
Alice

IssueView

ADFS v2

WS-*
SAMLP

WS-*
SAMLP

WS-* 
?


